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DETAILED ACTION 

1. This is in reply to application filed on September 26/2003. Claims 1-27 are 
pending/ examined. 

Priority 

2. This application claims priority of a provisional application, 60/432,472 filed on 
Dec 11, 2002. Therefore, the effective filling data for the subject matter defined 
in the pending claims of this application is 12/11/2002. 

Claim Rejections - 35 USC §102 



3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a 
foreign country or in public use or on sale in this country, more than one year prior to 
the date of application for patent in the United States. 

4. Claims 1. 4-24 and 27 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Frezza (hereinafter referred as Frezza) (U.S. Patent No. 4,638,356) (date of 
patent: 01/20/1987) 

5. As per independent claims 1, 17 and 21 Frezza discloses a system for 
preventing unauthorized access to a network device, [column 1, lines 19-22) (A 

mechanism by which access to CATV communication resources is controlled so that 
unauthorized users are denied access and authorized users are granted access) 
comprising: 

• A headend coupled to a communications network; and a network 

device deployed in a home environment and communicatively coupled to the 
communications network via the headend, wherein the headend is adapted to 
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determine whether a request to access the network device is authorized, [column 
1, lines 25-40) (A node originating a message (a source node), which can be located at 
any respective point in the CATV system, transmits a verification message, referred to as 
a frame verifier (FV) code, as part of an upstream message. The headend apparatus of 
the CATV system examines the frame verifier code and rebroadcasts the received 
upstream message in the downstream portion of the cable spectrum only if the frame 
verifier code indicates that the source node is an authorized user, thereby granting the 
user access to the CATV resources. Conversely, the headend apparatus does not 
rebroadcast the upstream message if the frame verifier code indicates that the source 
node is not an authorized user, thereby denying the user meaningful access to the 
CATV resources. Thus, system access control is centralized at the headend.) 

6. As per dependent claims 4-16, 18-20 and 22-24 and 27 Frezza discloses a 
system/method as applied to claims above. Furthermore, Frezza discloses the 
method wherein the headend is adapted to prevent unauthorized data from 
reaching the network device; wherein the data is received by the headend from 
the communications network; wherein the headend is adapted to determine 
whether a particular service provider, which is seeking access to the network 
device, is authorized to send data to the network device; wherein the headend is 
adapted to employ at least one of authentication techniques, encryption 
techniques and decryption techniques; wherein the headend is adapted to 
facilitate pushing a file residing in an authorized device to the network device or 
to a storage device coupled to the network device, [column 1, lines 19-40) (On 
column 1, lines 19-22, the following has been disclosed, U A mechanism by which 
access to CATV communication resources is controlled so that unauthorized users are 
denied access and authorized users are granted access", Furthermore on column 1, lines, 
lines 25-40, the following has been disclosed. U A node originating a message (a source 
node), which can be located at any respective point in the CATV system, transmits a 
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verification message, referred to as a frame verifier (FV) code, as part of an upstream 
message. The headend apparatus of the CATV system examines the frame verifier code 
and rebroadcasts the received upstream message in the downstream portion of the cable 
spectrum only if the frame verifier code indicates that the source node is an authorized 
user, thereby granting the user access to the CATV resources. Conversely, the headend 
apparatus does not rebroadcast the upstream message if the frame verifier code indicates 
that the source node is not an authorized user, thereby denying the user meaningful 
access to the CATV resources. Thus, system access control is centralized at the 
headend.") 

Claim Rejections - 35 USC §103 

7. The following is a quotation .of 35 U.S.C. 3 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 2-3 and 25-26 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Frezza (hereinafter referred as Frezza) (U.S. Patent No. 
4,638,356) (date of patent: 01/20/1987) in view of Safadi et al (hereinafter 
referred as Safadi) (U.S. Publication No: 2003/0126608 Al) (filed on December 
31,2001) 

9. As per claims 2-3 & 25-26 Frezza discloses a system for preventing 
unauthorized access to a network device, [column 1, lines 19-22) (A mechanism by 
which access to CATV communication resources is controlled so that unauthorized users 
are denied access and authorized users are granted access) comprising: 
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• A headend coupled to a communications network; and a network 
device deployed in a home environment and communicatively coupled to the 
communications network via the headend, wherein the headend is adapted to 
determine whether a request to access the network device is authorized. [column 
1, lines 25-40) (A node originating a message (a source node), which can be located at 
any respective point in the CATV system, transmits a verification message, referred to as 
a frame verifier (FV) code, as part of an upstream message. The headend apparatus of 
the CATV system examines the frame verifier code and rebroadcasts the received 
upstream message in the downstream portion of the cable spectrum only if the frame 
verifier code indicates that the source node is an authorized user, thereby granting the 
user access to the CATV resources. Conversely, the headend apparatus does not 
rebroadcast the upstream message if the frame verifier code indicates that the source 
node is not an authorized user, thereby denying the user meaningful access to the 
CATV resources. Thus, system access control is centralized at the headend.) 

Frezza does not explicitly teach that 

• the headend is adapted to perform at least one of Internet protocol (IP) 
registration, identification registration and digital rights management. 

• the headend is adapted to perform at least one of channel/ program set 
up, channel/ program management, anonymous proxy services, media caching, media 
storage, billing and tracking. 

However, in the same field of endeavor, Safadi discloses 

• the headend is adapted to perform at least one of Internet protocol 
(IP) registration, identification registration and digital rights management, (figure 
1, ref. Num 120, paragraph 0020, "DRM/digital rights management") (Digital rights 
management (DRM) of the content may be provided by one of the system operator 40 or a 
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content provider 52. DRM secures the sale of content and protects against illegal, 
unauthorized distribution and playback of content. DRM may also allow for copy control, 
including anti-copying features, conditional copy features, and generational copy-control 
features. DRM protects content owners, distributors, and retailers. Digital rights 
management may comprise encrypting of the streaming media content for secure delivery. 
Digital rights management may be enabled using extensible rights markup language 
(XrML). The FIGURE shows content provider 52 as having DRM capabilities for purposes 
of illustration only. Those skilled in the art will appreciate that there may be a multitude 
of content providers, each having a different DRM scheme.) 

Safadi further discloses, 

• the headend is adapted to perform at least one of channel/ program 

set up, channel/ program management, anonymous proxy services, [figure 1, ref 
Num "120" DRM PROXY DEVICE) media caching, media storage, billing and tracking. 
[paragraph 0018\ (The delivery of streaming media content may be tracked by the system 
operator 40. Tracking of the delivery of the streaming media content will facilitate 
billing and billing verification for the streaming media content delivery as well as other 
revenue generating opportunities. For example, a percentage of a fee for delivery of the 
streaming media content from a streaming media content provider (e.g., content providers 
50, 52) may be paid to the system operator 40. The fee is enabled by referral information 
embedded in a uniform resource locator (URL) associated with the content) 

It would have been obvious to one having ordinary skill in the art, at the time 

the invention was made, to combine the features of the headend adapted to perform at 

least one of Internet protocol (IP) registration, identification registration and digital 

rights management and the features of the headend adapted to perform at least one of 

channel /program set up, channel/ program management, anonymous proxy services, 

i 

media caching, media storage, billing and tracking, as per teachings of Safadi into the 



Application/Control Number: 10/672 , 737 



Page 7 



Art Unit: 2132 

method taught by Frezza for the purpose providing secure delivery of media content 
over the network [See Safadi; paragraph 0020] 



10. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. (See PTO-Form 892). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 571- 
272-3806. The examiner can normally be reached on Monday-Friday (8:00 am— 4: 
30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax 
phone number for the organization where this application or proceeding is assigned 
is 703-873-8300. 

Information regarding the status of an application may be obtained from the Patent 
' Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

SAMSON LEMMA y 



Conclusion 



01/11/2007 
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